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Sales: 
$35.4B Worldwide

60% International 

R&D & Related Investments: 

~ 6%  

1/3 of Sales from 

New Products

96,000
Employees 

4 Business Groups
One 3M 
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3M at a Glance
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Managing the Changing Landscape of Counterfeiting – The Importance 
of Brand Protection Coalitions and Organizations 

• Brand owners need to collaborate with each other. 
• Brand owners need to collaborate with law enforcement, 

Customs, universities, government agencies and more.
• Outside counsel need to understand the challenges brand owners 

face, how brand protection has changed because of COVID-19, 
who to contact when their clients face counterfeit challenges and 
how to think outside the box. 

• Vendors need to understand what brand owners and outside 
counsel need and how to meet these needs in a oost-effective 
way.

• Enjoy time with others who are passionate about anti-
counterfeiting. 



Evolution of the 3M COVID-19 Brand Protection Program
- Global Account 

Management
- Training

- Rebates/Discounts
- Migration Story

Reactive Individual response to counterfeiting and trademark infringement

Reactive removal of social media and marketplace enforcement  

Reactive  domain name enforcement

Reactive filing programs.

Proactively remove listings from ecommerce marketplaces and posts from social media sites which 

misuse the 3M mark, fraudulently use the 3M mark, sell counterfeit goods, price gouge (where 

possible) and more. 

Scrape the Internet for infringing domain names and take down the domain names before they can 

be used to sell counterfeit respirators or commit fraud. ; gap filling 

Global Enforcement and Education Plan (Legal/Sales/Marketing/Outside Counsel)

Establish Processes for Reporting, Building Awareness, and Reporting Out Quarterly

Build Relationships with Law Enforcement, Customs, Government Agencies, Prosecutors, 

Outside Counsel, Trademark Offices, Vendors, Outside Counsel and more.

I
Proactive

2
Collaborative

3
Strategic

4
Adopt  anti-counterfeiting tools (NPI, rebranding, etc). 

Use of Big Data, AI and Data Analytics to Automate Evidence Collection, Enforcement Action, 

and Case Management .

Consistent Digital Surveillance Scanning Marketplaces, Websites, and Social Media

Publicize strategic wins
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Phase 1 – Fraud 
Impersonation of 3M
• Use of an infringing domain name or e-mail address 

including “3M”
o sales@3mpolska.com (3mpolska.pl is our real 

domain name)
o www.3muk.com (3m.co.uk is our real domain name)

• Sellers or offers appearing on social media sites with 
“3M” identities

• Use of behind the scenes redirection schemes
o Fraudulent e-mail originating from what appears to 

be a real 3M e-mail address

False Claim of Association with 3M
• Often involve use of fraudulent documents such as 

“Authorized Distributor Certificates”, downloaded 3M 
technical documents, etc.

Fraudulent/Unlawful Offers
• Offers claiming to have millions (or even billions or 

trillions of respirators available for sale)

• Offers to sell respirators at prices significantly higher than 
3M’s normal prices for our respirators

Suspicious Products
• Requests to authenticate products which have been 

purchased
• Requests to authenticate products which are being 

offered on an online marketplace or a stand-alone point 
of sale website

• Requests to authenticate photos of products being 
circulated with an e-mail offer

Improper Conduct by 3M Distributor
• 3M distributor offering products at high price
• 3M distributor selling products outside its territory
• 3M distributor involved in selling products through 

external agents

mailto:sales@3mpolska.com
http://www.3muk.com/
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Phase 2 - Counterfeit
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Using Technology to Enforcement Online

Working With Vendors

3M’s trademark team works with vendors to assist with:

• Domain name enforcement
• Online Marketplace enforcement
• Social media enforcement
• Anti-counterfeit investigations

Best Practices
• Develop internal and external systems to ensure efficient use of resources
• Remain agile for changes in enforcement landscape
• Develop a way to measure and track efforts
• Multi-function and multi-organization collaboration
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Online Enforcement – Marketplaces
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More than 400 fraudulent domain names impersonating 3M or content with fraudulent offers or selling counterfeits removed

Domain Name Enforcement – Reactive to Proactive

1870-3mmask.com
3m.agency
3m.capital
3m.care
3-m.eu
3m.farm
3m.gmbh
3m.healthcare
3m.limited
3m.sale
3m.services
3m.solutions
3m.support
3m021.net
3m-1860.com
3m1860.net
3m-1860mask.com
3m1860sn95facemask.com
3m-1860s-n95-face-mask.com
3m1860stock.com
3m-610.com
3m-8210.com
3m8210mask.com
3mask.co.uk
3mask.fr
3masks.net
3maszk.hu
3mbelgie.com
3mblacklist.com
3mbranch.co.uk
3mbulgaria.com
3mbuynow.com
3mchinamask.com
3m-colombia.com
3mcompanyltd.com
3m-covid19.center
3mcupshapedvalvemask.com
3mdenmark.dk
3mdeustchland.de
3mdeutschlland.de
3mdirect.com.au

3mdirect.site
3mdirectscontact.nl
3mdisposablemask.com
3mdistribuidora.com
3mdistribuidoramexico.com
3mdistribuidoramx.com
3mdistribuidormx.com
3mdistributorcompany.jp
3mdmasks.com
3m-europe.de
3m-europe.uk
3mfacemask.icu
3mfacemask.info
3m-facemask.net
3m-facemasks.com
3m-ffp1.fun
3m-ffp1.site
3mfrance.boutique
3m-france.fr
3mfrance-fr.eu
3mgermany.de
3mglobalserverllc.com
3m-gmbh.com
3mgroup.org
3m-health.com
3mhealthcare.eu
3mholland.com
3mholland.nl
3mincovid.com
3m-indonesia.com
3m-istanbul.com
3mjjmask.com
3mjjss.com
3mkn95mask.com
3m-logistics-
distribution.jimdosite.com
3mlogistique.com
3mmask.co.uk
3mmask.in
3m-mask.pl
3m-mask.ru

3mmaskcn.com
3m-maskdistributor.com
3mmaske.com
3mmaske.com.tr
3mmasken.com
3mmaskexport.com
3mmaskfactory.com
3mmaskforvirus.com
3m-maski.ru
3mmaskllc.com
3mmaskn95.com
3mmasks.app
3mmasks.co.uk
3mmasks.in
3mmasksoutlet.com
3mmasksupply.com
3m-medical.com
3mmedicalmask.com
3mmedicpharma.com
3mmex.com
3m-mexico.com.mx
3mmexico.mx
3mmm.com
3mmm.uk
3m-mmm.com
3mmmuk.uk
3m-n95.co
3m-n95mask.com
3mn95mask.net
3m-n95mask-covid19.com
3mn95-masks.com
3m-n95masks.com
3m-n99.com
3mnamlong.com
3mnedarland.nl
3mnedarlands.nl
3mnedeland.nl
3mnedelands.nl
3mnederlan.nl
3mnederlands.nl
3mneiderland.nl

3mnetherlands.nl
3mone.com
3mpoland.eu
3m-poland.eu
3mpolsk.pl
3mpolska.co
3mpolska.com

3mpolska.eu
3mpolska.group
3mpolska.ltd
3mpolska.org
3mpolskapl.com
3mpolskapl.eu
3m-portugal.com
3mproductos.com
3mprotect.com
3m-respirator.ru
3m-respirator-score.ru
3m-respiratorymaskonline.com
3mrussla.ru
3msafety.de
3msafety.us.com
3msafty.com
3mschweiiz.ch
3m-science.com
3m-spain.com
3mspain.com.es
3mstock.co.uk
3mstore.co.uk
3msuomi.com
3m-supplier.com
3msupplier.nl
3msupplierdirect.com
3msuppliersdirect.com
3msuppliers-direct.com
3msuppliersdirects.com
3msurgicalmasks.com
3msverge.se
3msverige.com
3msveriges.se

3msveriige.se
3msverrige.se
3mtechniekbv.com
3mtechniekbv.org
3mtechnologies.gq
3m-technologyusa.com
3m-technologyusa.co
3mtrading.info
3mtradings.com
3m-uk.com
3muk.eu
3muk.uk
3mukhealthcare.com
3mus.us
3musaltd.com
3mvalvedrespirator.com
3mvalverespirator.com
3mventas.com
3mwholesale.ca
3m-wholesale.site
3plysurgicaland3mn95facemask.co
m
3rmnedeland.nl
3rmnederland.nl
alantadeshealthsupplies.com
announcement-3m.com
announcements-3m.com
bfoods-aps.com
biomaske.com
buy3mmasks.com
buy3mproducts.com
buymedical3m1860.com
canadianppesafetysupplies.com
centurionetwork.com
chamberoflions.net
chinamask3m.com
clinicalsuppliesusa.com
cov.care
covid-19nffp3mask.com
covidmask3m.com
dia-foot.com

directs.nl
distribuidor-3m-mexico.com
distribuidor3m-mx.com
distribuidor3mx.com
distribuidora3mdemex.com
distribuidora3mdemexico.com
distribuidorasglobales.com
distribuidorde3m.com
dmbsupply.com
dreside.com
easywaypharmacy.com
facemasksbest.com
fulfillmen.com
get3mmasks.com
honestppe.supply
http3m.com
https-3m.com
instockn95masks3m1860.com
insumos3mex.com
jansenholding.com
khautrang3m.top
legal-mmm.com
logoproduct.com
mascarilla3m.com
mask-3m.com
mask-3m.ru
masker3m.com
maski-3m.ru
maskis3m.ru
masks3m.com
masksby3m.com
maskservices.de
matthiasmaurer.com
medical-supply.tech
medic-kits.com
medic-pad.com
medmask-3m.ru
m-logistics-
distribution.jimdosite.com
mmm.eu.com
mmm-c.icu

mmmcovid19.com
mmmnederland.com
mmm-security.systems
mmmuk.uk
monthianmedicare.com
mrnm-com.com
my3m.be
n953m.com
n95cubrebocas.com
n95mask3m.com
n95maskeal.club  
n95maskealisveris.club
n95maskeilekorun.club 
n95maskesatinal.club 
n95maskesiparis.club 
n95masks3m.com
n95respiratorsale.com
nextfacemask.com
ortoponto.com.br
outlook-secure.email
pharma-phio-mexico.jimdosite.com
pid-guatemala.com
ppesupplynow.net
protectly.co
protector3m.com
resp3m.ru
resp-3m.ru
respers3m.ru
respirator3m.com
respiratori3m.ru
respiratori-3m.ru
respirators-3m.com
respiratory3m.cz
ress3m.ru
rinnovare.us
safeguard-3m.com
sales-3m.com
sales-mmm.com
saless.agency
sanoxamerica.com
serverllc.net

sf-medical.de
Sha-apsinc.com
shit3m.ru
sinclairsanitarypartners.com
supplierdirect3m.com
surgicalfacemarsk.com
swissonemedical.ch
techniekbv.com
tti3m.com
us-3m.com
us-mmm.com
venta3m-alpublico.com
ventaalpublico3m.com
walsamo.com
wellbefore.com
xn--3m-wy1ei6nf8yd3svpl.com
zmgroup.us
Fordppe.com
3mdct.com
3monline.cz
3mvietnam.ltd
3m.center
Supplierdirects3m.com
3mdeutschlangs.de
3mdeustchlands.de
3mdetuschlands.de
Saefey1ppe.com
3Mdeütschland.de
Medykits.com
Canadianmeddistributors.ca
Safeguard3m.uk
3msafetyguard.com
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3M Covid Website – Customer Alerts
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3M Covid Website – Customer Alerts – Updated 21st Oct 2021

Lot Code
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Expanded Use of Technology to Take Down Websites


