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Combating Counterfeit Medical 
Devices: A Case Study

Roy Albiani
Director, Global Brand Protection, 

MedTech, Johnson & Johnson
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• SURGICEL®  Original Absorbable Hemostat is a knit of oxidized regenerated 
cellulose used to stop or reduce bleeding in surgical procedures.  

• SURGICEL®  Original has been sold for more than sixty years and 
used in more than 150 million surgical procedures.  

• #1 trusted brand of 
adjunctive hemostats.

SURGICEL® Hemostats



Counterfeit SURGICEL Case Study

5

Counterfeit SURGICEL discovered 
at large US hospital system

eSutures Seizure



Approach to Results & Key Take Aways:
Approach
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Inputs Outputs

Cross 
functional & 

regional team
Team Leader

Business 
sponsorship & 

Investment
Results

• Safeguard patients with urgency
• Destroy and dismantle global illicit supply chain 

across borders

• Trademarks registered in key markets
• Civil enforcement to rapidly seize evidence, stop 

distribution and freeze assets
• Collaboration with law enforcement and regulatory 

agencies to pursue criminal penalties
• Global market intelligence and buys from HVT’s
• Internal and external communication
• Enroll key business stakeholders for investment 
 

Goals

External 
Partners

Prioritized Tactics
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The Brand Protection Engine
Holistic Brand Protection Solutions to address illicit trade risks within our 

end-to-end value chain and across the illicit supply chain

Advanced Data & Analytics Enhanced Value Chain Integrity

Disrupting The Illicit Supply Chain Act on Intelligence



Homeland Security 
Investigations

Office of International 
Operations
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About HSI International Operations

The principal investigative arm of the Department of Homeland Security.
 

The HSI Office of International Operations promotes national security through  
investigations of Transnational Criminal Organizations (TCOs), in partnership 
with foreign law enforcement and other international partners.
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Global Footprint
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Intellectual Property & Commercial Fraud Casework

Protecting consumer health and safety.  

Safeguarding the international supply chain from 
illegal and unfair trade practices. 
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IPR Enforcement in China
Researchers claim that 80-90% of the world's counterfeit 
goods originate from the People's Republic of China.

China reports significant success in policing domestic IP 
violators. Official press releases state IP enforcement 
efforts yield an average of 26,000 arrests, $7.4 billion in 
seized counterfeit each year.

In addition to enforcement and prosecutorial work, 
China operates a stand-alone IP court system dedicated 
to ruling on civil and administrative IPR disputes – 
handling approximately 300,000 cases per year.

To disrupt the export of dangerous counterfeit goods,    
U.S. law enforcement must continue to foster strong law 
enforcement collaboration with Chinese counterparts. 
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IPR Enforcement in China

In its ideal form, IPR Enforcement in China is a 
collaborative system; a pie with three distinct slices:

1. Chinese law enforcement; only domestic 
investigators and police officers can seize 
contraband and arrest criminals. 

2. Private industry brand protection offices exist all 
over China and frequently develop the initial IPR 
violation lead; Two Words: Undercover Work.

3. HSI and U.S. partner agencies analyze customs, 
financial, and other proprietary data to map 
distribution networks, quantify the value of the 
fraud, and identify international co-conspirators.
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IPR Case Study – United States / China
In late 2022, HSI Beijing met with brand protection officers from a U.S. company whose products were allegedly 
being counterfeited, sold, and exported into the United States by a major technology business in China.

COUNTERFEIT TECHNOLOGY EQUIPMENT

Working with the brand protection office, HSI agents applied analysis of financial and customs data (proprietary 
DHS information) to develop the private industry lead into a ready-made case for Chinese police partners.
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IPR Case Study – United States / China

HSI investigative findings identified numerous individuals and 
companies in the United States that had purchased goods from the 
target company in China. 

Many of these U.S. importers then resold the counterfeit 
equipment to schools, businesses, and even the U.S. military. The 
counterfeit technology included telecommunications switches, 
transceivers, network modules, routers, etc.  



HONOR | SERVICE | INTEGRITY

HOMELAND SECURITY INVESTIGATIONS

LAW ENFORCEMENT SENSITIVE//FOR OFFICIAL USE ONLY

IPR Case Study – United States / China

HSI Beijing, private industry brand protection officers, and the 
Chinese Ministry of Public Security all contributed significant and 
unique value to disrupt the originators of the IPR crime. 

As a result, Chinese officers were able to conduct a raid on the 
violator business, arresting the principal target and a 
co-conspirator. In a related police action, Chinese officers arrested 
27+ individuals and seized 800+ counterfeit devices. 

HSI investigative efforts combined with evidence seized during the 
most recent enforcement action in China allowed HSI Beijing to 
prompt numerous spin-off investigations in the United States. The 
first U.S. trial will begin soon and several others are ongoing.
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Shawn M. Harwood
Country Attaché

shawn.m.harwood@ice.dhs.gov

Steven M. Timmins
Assistant Attaché

steven.m.timmins@ice.dhs.gov



Future of IP Enforcement
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U.S. Department of Justice
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Agenda

• Prosecutions and Disruptions with Criminal Copyright Infringement
• Gears Case Study – Prosecution Example
• Op. Offsides – Domain Seizure as a Tool for Disruption

• Collaboration between Prosecutors, Law Enforcement, Victims, and 
Foreign Counterparts

• Case Origination - Referrals from Victim, Law Enforcement Outreach to Victim
• Coordination throughout the Investigations and Prosecutions

Future of IP Enforcement



Criminal Copyright Statutory Framework

17 U.S.C. §§ 101-122

• Defines what is copyrightable and scope of protections

17 U.S.C. § 506 & 18 U.S.C. §§ 2319, 2319C

• Establishes criminal offenses, based on motive, 
method of infringement, quantity and retail value of works infringed

• Criminal infringement as the exception and not the rule

Future of IP Enforcement



Prosecutions in Criminal Copyright – Gears 
TV

Future of IP Enforcement



Methods of Infringement: 
Reproduction, Distribution, Streaming in Gears 

TV

Future of IP Enforcement



Sentencing in Criminal Copyright Infringement 
Cases

Future of IP Enforcement



Disruptions in Criminal Copyright – Op. Offsides

Future of IP Enforcement



Disruptions in Criminal Copyright – Op. Offsides

Future of IP Enforcement



Disruptions in Criminal Copyright – Op. Offsides

Future of IP Enforcement



Collaboration – Prosecutors, Agents & 
Victims

Future of IP Enforcement



Collaboration – USG and Foreign 
Counterparts

Future of IP Enforcement

January 2023

São Paulo, 
Brazil 

African 
Union (Addis 

Ababa, 
Ethiopia)Abuja, Nigeria

Bucharest, 
Romania 

Hong Kong 

Kuala Lumpur, 
Malaysia

Global Cyber Forensics 
Advisors 

Global ICHIP: Dark 
Web/Cryptocurrency  
Global ICHIP: Internet Fraud/Public 
Health

Bangkok, 
Thailand 

Eurojust at The Hague

Panama City, 
Panama

Zagreb, 
Croatia



Questions and Contact Information

Adrienne Rose

Computer Crime & Intellectual Property Section

U.S. Department of Justice

Adrienne.Rose@usdoj.gov 

Future of IP Enforcement

???



Daniel Shapiro, SVP, Strategic Partnerships 
& Brand Relationships at Red Points

Future on IP
Enforcement

IACC April 2023
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IP Enforcement Data

About the data

1.2K 4.6M35M
Companies
worldwide

New links
per day

Infringements
enforced



IP Enforcement Data

Volume of enforcements

Data from Red Points’ customers from 1/1/2019-12/31/2022
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IP Enforcement Data

Data from Red Points’ customers from 1/1/2019-12/31/2022
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IP Enforcement Data

Data from Red Points’ customers from 1/1/2022-12/31/2022
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IP Enforcement Data

% of change 2021 vs 2022

Data from Red Points’ customers from 1/1/2022-12/31/2022

Social MediaMarketplaces Websites
63%38% 78%



IP Enforcement Data

2021 vs 2022

Data from Red Points’ customers from 01/1/2021-12/31/2022

+16% 
% of change 2021 vs 2022



IP Enforcement Data

2021 vs 2022

Data from Red Points’ customers from 01/1/2021-12/31/2022

+16% 
Non-enforceable cases

% of change 2021 vs 2022
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The Future of IP Enforcement

Higher volumes,
scalable 

approach



The future of IP Enforcement

The Future of IP Enforcement

Limiting 
infringement 

exposure

Higher volumes,
scalable 

approach



The future of IP Enforcement

The Future of IP Enforcement

Limiting 
infringement 

exposure

Higher volumes,
scalable 

approach

Takedowns are 
not the only 

answer



Contact us at info@redpoints.com or at redpoints.com

Take back what is
 rightfully yours.
 Stop counterfeits, impersonation, piracy, and distribution 
abuse from stealing what's rightfully yours.

Barcelona
Berlín, 38-48 1.                      
08029, Barcelona, Spain
T: +34 934 189 433

Beijing
Rm.1726, 17/F, Tower D1, DRC 
Diplomatic Office Building No.19, 
Dongfang Dong Road, Chaoyang 
District, Beijing (100016)

New York
12 E 49th St
10th Floor
New York, NY 10017,
USA +1 646 736 7505

Salt Lake City
250 East 200 South, 
16th Floor
Salt Lake City, UT 84111, 
USA+1 801 662 0968

mailto:info@redpoints.com
http://redpoints.com/


THANK YOU!


