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Overview: The Future of Online Enforcement – 
Getting Ahead of Today’s Counterfeiting Challenges

Three key questions to designed highlight how companies and organizations are dealing with 
ever-changing counterfeiting threats online, in ecommerce and social media, and beyond. 

(1) “What is your company or organization doing now to address the online distribution of 
counterfeits impacting your customers or stakeholders?”

(2) “Given the continued growth and reach of e-commerce and social media platforms, what are 
the big opportunities and challenges you see in dealing with evolving online counterfeit 
threats in your industry (or field)?”

(3) “What specific tools, tactics, resources and new features (for our platform and software 
providers) do you recommend using to improve online anticounterfeiting and brand protection 
efforts?“
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Merck’s Product Integrity Strategy

Secure the Supply 
Chain

Investigations and 
Enforcement

Raise Public and 
Stakeholder 
Awareness



Intelligence Collection and Link Analysis



High-Value Target Assessment
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Investigation and Enforcement

https://www.securingindustry.com/pharmaceuticals/counterfeit-keytruda-traffickers-sentenced-in-us/s40/a
13241/#.YT6SzZ1KiUk

https://www.justice.gov/usao-sdtx/pr/ukrainian-traffickers-sentenced-counterfeit-cancer-and-he
patitis-drugs



Adversarial Risk Analysis

7



Inputs into Automated Brand 
Protection
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Brand product 
categories

Manufacturing and 
distribution locations

Trademarked 
and copyrighted 

terms

Images and 
logos



How Amazon uses Machine Learning to protect 
Brands
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Logo Detection
Identifying a logo with a trademark on an image of a product



Logo 
Detection

1
0

Size and location



Logo 
Detection

1
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Surface Textures



Logo 
Detection

Training the Model

• 1 million catalog images

• 300K images with a Logo

• Multiple human annotators

• Collected logo samples

• 1500+ images per second

  

  

  



Logo 
Detection

1
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Challenges
As we’ve improved our detection of image-based IP Infringement, 
bad actors have evolved their modus operandi



Corsearch protects 
brands and 
consumers

Image 
recognition

28
Global 

investigation & 
test purchase 

Team

70 
China 

Enforcement 
team

14bn
Items scraped

3.2bn
Potential 

infringements

15.5m+ 
Items 

enforced

Networ
k 

Analysi
s



DATA PROVIDES A BIG 
OPPORTUNITY TO DRIVE 
LEGISLATIVE CHANGE

• 24% reduction 
in infringing listings 
overall
                      

IF 
PLATFORMS 
ADOPTED A 
3 STRIKES 
POLICY:

DSA & SHOP 
SAFE
                      



DATA INFORMS & INFLUENCES



Brands can control the NFT 
opportunity
Types of ownership 

NFT 
Markets

Personal 
only

No transfer of © or 
TM

Commercial 
use License copyright?

License  
trademarks??

Secondary 
use

Do imposed restrictions still 
apply?



TikTok is the leading destination for short-form mobile video. Our 
mission is to inspire creativity and bring joy.

Mikaela Schiller, Senior Policy Analyst IARG
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Reducing 
Discoverability  
01
We proactively block 
terms from search that 
promote the trade of 
counterfeit goods and 
redirect our users to our 
Community Guidelines.  

Machine 
Learning  
02
Uploaded content goes 
through safety checks, 
during which 
technology scans text, 
audio, and visual 
signals.
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URL 
Blocking 
04
Any time we identify a 
website associated with 
selling counterfeit 
goods, we block this 
link. 

Content 
Moderation 
03
Our human moderators 
scan and review content 
for violations of our 
policies.
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Content Reporting 
 06

Users can report the trade of counterfeit 
goods in-app or on our web-form. Rights 
holders are able to report content that 
violates or infringes copyright, 
trademark or other intellectual property 
rights. 

People 05
Our global safety teams are 
made up of experienced 
industry professionals 
whose backgrounds span 
across legal, intellectual 
property, law enforcement 
and more to assess the 
current policies for 
effectiveness and tailor 
them if we find they aren't 
capturing harmful behavior 
in an impactful way.
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Challenges 

Policy Evasion01 ● Evolving signals & coded language
● Less explicit advertisement

02
● Comments
● Livestream
● Direct Message
● Links & Off-platform redirection 

Product Exploitation

03 ● Vague user notifications
● Lack of educational resources

User Education 
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Opportunities

Community, People & Partners

Policy & Proactive detection

Transparency & Education
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Tools, Tactics Resources & Features

Ed
uc

at
io

n

Intelligence 

People



Kendra Ervin

Computer Crime and Intellectual Property Section



Department of Justice

The White 
House

Intellectual 
Property

Enforcement
Coordinator 

(“IPEC”)

Other DOJ
 Agencies

(e.g., Civil Division, 
Antitrust Division, 
National Security 

Division)

DOJ’s Law 
Enforcement 

Agencies:
FBI, ATF, 

DEA, USMS, 
BOP

Criminal 
Division

93 U.S. 
Attorneys’ 

Offices

Computer Crime &
Intellectual 

Property
Section

(40 Prosecutors)

260+
CHIP Prosecutors

Denotes Attorney Positions 
Dedicated to Prosecuting IP & 
Computer Crime Cases

Non-DOJ Federal 
Law Enforcement:

(e.g., DHS (ICE-HSI, USSS, 
CBP), USPS, FDA)

Department of 
State

Office of 
International IP 

Enforcement
(“IPE”)



DOJ CCIPS 
Resources

www.cybercrime.gov



DOJ CCIPS 
Resources

www.cybercrime.gov



DOJ CCIPS 
Resources



• International Computer Hacking and Intellectual Property (ICHIP) attorney advisors:  
U.S. DOJ attorneys deployed overseas to provide training and expert assistance in 
enforcing intellectual property rights and combatting cybercrime.

• ICHIP@usdoj.gov

DOJ ICHIP Network

mailto:ICHIP@usdoj.gov


Summary, Closing and Q&A

(1) Companies and organizations (such as DOJ CCIPS) use a variety of technologies and strategies 
to address the online distribution of counterfeits impacting their customers or stakeholders.

(2) As online counterfeiting evolves, there are big opportunities (e.g. data sharing) and challenges 
(e.g. new platforms/technologies such as blockchain and NFTs).

(3) Brands and government agencies use an array of tools, tactics, resources and new features (on 
platforms) to improve online anticounterfeiting and brand protection efforts.

QUESTIONS?
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